I North American Transmission

FORUM Community  Confidentiality @ Candor Commitment

NATF Supply Chain Criteria and
Questionnaire Update

Jamie Carnes David James Earley
Program Manager, Program Manager,
Initiatives Cybersecurity & Supply
Chain

Open Distribution for Supply Chain Materials
Copyright © 2023 North American Transmission Forum (“NATF”). All rights reserved.

The NATF permits the use of the content contained herein (“Content”), without modification; however, any such use must include this notice and reference the
associated NATF document name & version number. The Content is provided on an “as is” basis. The NATF makes no and hereby disclaims all representations or
warranties (express or implied) relating to the Content. The NATF shall not be liable for any damages arising directly or indirectly from the Content or use thereof. By
using the Content, you hereby agree to defend, indemnify, and hold the NATF harmless from and against all claims arising from such use.



NATF Overview

T
’ : » '““ i N
Otter Tail = e ey
Grea.t River \ Vf ‘:" i
Xcel-NSP-M Tr:
NSP-W =

” -  Minnesota
i - Power (SWL&P)

Dalrvla
Hoosier En z"*
Wabash Valley |
NIPSCo

MISO :
City Utilities
CenterPomt,Indlana

GRDA

" Nra (FPL, NEET, LST,

Legend CooperattER LR el

* Member STEC Powersouth’  GL, GLH, GLHP, GLW)

«+ Affiliate BPUB JEA ’
TEC 12/21/2022
LUMA

* North American Transmission

FORUM

Open Distribution for Supply Chain Materials

97 members
90 affiliates

Member Types
IOUs
Federal/Provincial
Cooperatives
State/Municipal
ISOs/RTOs

Coverage (US/Canada)
~85% miles 100 kV+
~90% net peak demand



Objectives of NATF Supply Chain Initiatives

Security
ldentify and address security risks introduced via supply chain

Achieve industry and supplier convergence on an approach (NATF Model)
to facilitate assessment of suppliers’ security posture

Efficiency and Effectiveness

Convergence on common approaches to achieve reasonable assurance
of suppliers’ security practices

Implementation guidance to meet supply chain related CIP standards

FORUM Open Distribution for Supply Chain Materials



Don’t Reinvent the Wheel!

Leverage existing

frameworks
e Industry
e Suppliers * NIST
e Scalable as to
o Third. e |[EC/ISO
Thlrd. party anSGSSOVS . SOé size/organization type
e Solution providers e Usable by related
industries/infrastructures
|
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NATF Supply Chain Security Assessment Model
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Community Confidentiolity Condor Commitment

Collect Information

Evaluate information/address risks
Supply Chain Security Assessment Model /

Conduct risk assessment

Make purchase decision

Implement controls and monitor risks
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NATF Supply Chain Security Assessment Model

Tools available

NATF Supply Chain Security Criteria

Collect Information »

Energy Sector Supply Chain Risk Questionnaire

NATF Criteria and Questionnaire Revision Process

Includes
verifying/validating
responses

Posted on https://www.natf.net/industry-initiatives/supply-chain-industry-coordination
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NATF Supply Chain Security Criteria

63 criteria for supplier security practices within 6 risk areas:

v'Asset control and management

v'Asset change and configuration management
v'Governance

v'Incident response

v Information protection

v'Vulnerability management

24 organizational information considerations

* North American Transmission
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NATF Supply Chain Security Criteria V3.0

Provides a basis for measuring a supplier’s security posture/practices (i.e., a “best practices” list)

Open Distribution Copy
Mapping to Existing Frameworks
h Required by NERC Reliability Standards? NIST CIS Controls v7.1 IEC 62443 150 27001
Vulnerability
_ Good i CIP-013 G d Asset Ch . Incident Mgmt - NIST . . .
Criteria . secrity . or o:!;r:::::aan Access Config e Info Protection - Resp;:seenNIST sp g:}-&d 200 Cybersecurity List other versions o
Identificati Risk Ar MATF S Chain Security Criteri - T - MIST SP B0O0- - N F ework IS0 27001.000¢x, 2700,
e;u'n:i:"" sk frea upply Chain Security Criteria NERC CIP Standards' |  supports ather NIST SP 800-161, | NIST SP 1800-2 | NIST SP o SP 800-184, 800- | 160, 800-82, ‘;:rr;m 1'1 i aomtioabie
requirements standards 800-53 1800-5 150, 800-61 | 800-115, 800- . e
125
PR.AC 1-5
Rev. 4 PR.AC-1
AC-1-6 PR.AC-4 C5C 14: Controlled Access
Supplier establishes and maintains an identity and access management R123 1A Family PR.AC-5 Based on the Need to Know 24 5P03.01 K011
1 Access Control and Mgmt program that ensures sustainable, secure product RlIZIE AC-16-20 PR.AC-B 2.4 5P.03.07 A.9.4.1
manufacturing/development - CM-7 PR.AC-T C5C 16: Account Monitoring 2.4 5P.03.08 o
PE-2-6 PR.PT-3 and Control
PE-2
SC-T
PR.AC-1
PRAC-A PRAC-2 C5C 14: Controlled Access
N N N N Based on the Need to Know
Supplier establishes and maintains a program that ensures storage Rev. 4 PR.AC-5
2 Access Control and Mgmt N R N R X 24 5P03.10 A1512
security at supplier's site (e.g. chain of custody) AC-16 PR.AC-6 £SC 16: Account Monitorin
MP-4 PR.AC-7 : £
and Control
Supplier's personnel vetting process allows supplier to share background Fimeis
3 Access Control and Mgmt check criteria and results with entity for confirmation of process or X CIP-D04 B3.4
verification of sampled employees )
Supplier has a process that requires supplier to have background checks Developed by NATF-Ied tea m of
(e.g. personnel risk assessments) conducted for all of its employees and
contractors. Please provide a list 0: a;:Eexmenl’l;t;l::‘[l?::vbeecsoz;t J PRAC-1 ind ustr SM ES 5
. . . Yy ployi -E. by Ty, % y )
IVIaps crlterla to | Ilultlple to conduct background checks at Pe3 U d t d 'th . t f
ot require at least every 7 years, p a e WI Inpu rom
security frameworks (e.g., [
L] . L]
"5 dust I third-part
industry, suppliers, third-party

ISO, IEC, NIST...) assessors, ERO, and FERC
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Energy Sector Supply Chain Risk Questionnaire

v'Company Overview v'Supplier Corporate Systems
v'ldentity & Access Management v'Supplier Product
v'Change & Configuration Management v'Supplier Development System

v'Mobile Devices & Application

v'Cybersecurity Program Management

v'Risk Management

v'Cybersecurity Tools & Applications

v'Supply Chain & External Dependencies Management
v'Data Protection

v'Vulnerability Management

v'Event & Incident Response

v"Workforce Management

221 questions plus 19 general information questions
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Energy Sector Supply Chain Risk Questionnaire v3.0

Energy Sector Supply Chain Risk Questionnaire - Formatted bubliched

Open Distribution for Supply Chain Materials Version 3.0 06/06/2022
Copvright © 2022 North American Transmission Forum. Inc.

Cybersecurity Program Management Supplier Corporate S lier Product D PrIIOth t Additional Guid NATF Criteri S Primatw UF
A% ty q g Systems upplier Produc e;:;;z:::n Information uidance riteria NL;{J_I[_JSI;::.IiItiriOar
comon oo S R o S o s 9%&’% . prmary )
/.
CSPM-02 :;enaelgggrgF‘Egnr:ﬁ;sctozr:gﬁgae%p reviewed at least annually and updated oo&ejabo’.’. -
- €0y Yo W
CSPM-02 |Has your BCP been tested in the last year? Q
CSPM-04 Ec?rﬁgg;:?r:‘lgr g;gsigri;:;:ion have a data privacy policy that applies to your a Supports (38)
H?cvlsl_té)vera_ll syste;nr_lam‘::llfor applicatiqn a_rchitectlrfl_re diagragﬂs, including
CSPM-05 | 3ol eloped and decumented for the product(s) andjor service(s) being Supports (56)
purchased?
Do you he_we a media handling process (t_hat is docum_erlted and B B Primary (40)
CSPM-06 ;g;ri%r;g\éémnp;i;réigze;i]sé‘nclud|r|g end-of-life, repurposing, and data P rOVI d es a co n S I Ste nt set Of Supports (2)
L]
Developed by NATF-led team of 4&& questions that support the —
. [ ] [ ] [ J
industry SMEs; NATF Criteria and help obtain
Updated with input from . . primary (24)
- pt ; ':h, AR more-granular information
industry, suppliers, third-party - . .
= on a supplier’s security risk

assessors, ERO, and FERC

performance
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Revision Process for Criteria and Questionnaire

Provides for an annual cycle for industry to modify or update the

Criteria and Questionnaire
« Based on inputs from industry including utilities, suppliers, assessors,
regulators, and other industry organizations

» Prior versions are also posted for tracking ease

= = - 5 S

thru Feb 17 weekly team reviews March 10 mid-June
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Risk Questionnaire and NATF Supply Chain Security
Criteria
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Questionnaire Scorable Option

DEMO
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Where to find resources: the NATF Public Website

TransPort

I North American Transmission +1 (704) 945-1900

|| 9115 Harris Corners Parkway, Suite 350 Charlotte, NC 28269
FORUM "=

Contact

Home About = Membership = Programs Industry Initiatives = NETE Documents

Supply Chain Cyber Security Ind Resources

o ) Contributing Organizations
The Industry Organizations Collaboratio

The NATF and other industry organizations are working together to provide a streamlined, effective, and e ry-accepted approach for entities to assess supplier cyber security r.“l 'E-,l_F C | P_G L 3 m p|E'I‘“ en :a] on G L” jE n :e_l |-I|:| g |:|E‘|-| jent }E‘\-SEES:- ments le 1.‘...'e i dC' rs (EI'-".O

practices. The model, if applied widely, will reduce the burden on suppliers so their efforts with purchasers cd =d and entities can be provided with more information effectively and
efficiently. The industry organizations collaboration effort is focused on improving cyber security, and assisting registered entities with compliance to regulatory requirements. E n |:| arse d ]

Each of the industry organizations and many individual entities are working on solutions for various stages of the supply chain cyber security risk assessment lifecycle. These solutions are
brought together in this effort to provide a cohesive approach. This approach may change over time as it matures but staying cohesive will be key to maintaining streamlined effective and

efficiant cycer securiy. MATF CIP-013 Implementation Guidance-Supply Chain Risk Management Plans (ERC

This website provides information on the approach (also referred to as the “model). projects/activities that have been accomplished. and projects/activities in progress, upcoming presentations, E n I:l arse d ]
stion, and recent news.

The Model vesentise) - Upcoming Meetings and Activities MATF Industry Collaboration: Using Solution Providers for Third-Party Risk Management
N‘ Ep ly Chain Secur, / Esessment Model Expand all
TF Supply Chain Security Criteria V3.0 lick "View All" aboy litional documents, pres fons, ly-chain sites, |
NATF Supply Chain Security Criteria V3.0 Announcements Click "View All” above to access additional documents, presentations, supply-chain sites, and
Energy Sector Supply Chain Risk Questionnaire 3.0 (Unformatted, Formatted, Scorable = T 5u_g:|por't ID."CIQ'UEIE and services.

Option)

Scorable Version of NATF Supply Chain Risk Questionnaire Now
Available

Revision Process for
ecurity Criteria

Energy Sector Supply Chain Risk Questionnaire and NATF

Based on industry feedback, the NATF has developed a scorable version of the Energy
Sector Supply Chain Risk Questionnaire to provide an optional format for entities to help
Resources assess supply chain risk. This optional format provides all the same questions as the

existing guestionnaire but adds the ability for entities to provide their own per-
WWS question score and weight to a completed guestionnaire. This flexible approach allows
entities to adjust weights to reflect their unique needs or priorities while allowing for
the consistent evaluation of multiple responses. No prescribed thresholds or
requirements are made by the NATF, and all scores are provided by the entities
themselves.

NATF CIP-013 Implementation Guidance-Independent Assessments of Vendors (ERO

Endorsed)

NATF CIP-013 Implementation Guidan: ipply Chain Risk Management Plans (ERO

Available at: https://www.natf.net/industry-initiatives/supply-chain-industry-coordination
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https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

Key Takeaways

* NATF continues to work towards bringing industry and suppliers
together

* Review the NATF Model, Criteria, and Questionnaire at:

e https://www.natf.net/industry-initiatives/supply-chain-industry-coordination

* How to provide feedback to Criteria and Questionnaire:
« Send message to supplychain@natf.net

FORUM Open Distribution for Supply Chain Materials 14
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Questions
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