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Regulatory & Policy Landscape

FERC-NERC

" Industry
Standards

State & Local
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External Impact
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Supply Chain Risks & Key Considerations
/ Common Fail Points in Supply Chain Programs \
» Procurement Processes » Inventory Gaps
> Inadequate Contract Terms » Poor Training
» Organizational Silos » Remote Access
» Vendor Security Failures » Weak QA Controls

g /
Core NERC CIP Supply Chain Requirements

Documented Program Formally documented supply chain risk management program with defined elements
Vendor Notification Requirements Access requirements, product vulnerability and cyber incident notices
Remote Access Controls Enhancements to remote access restrictions/controls for vendors
Software Verification and security requirements prior to deployment
AMERICAN

-y W I
FURLIC DEER
ASSOCIATION

80 Years of Powering Strong Communities

4 @PublicPowerOrg #PublicPower



“9-\:\*4

AMERICAN
B %7 S g
PURLIC DOEER
5 @PublicPowerOrg #PublicPower

ASSOCIATION

80 Years of Powering Strong Communities



AMERICAN PUBLIC
POWER ASSOCIATION

DRAFT FOR DISCUSSION

6

Identify

Prioritize &
Plan
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Current State

Fundamentals

Organizational

¥

Develop & Implement
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Develop an Organizational Profile
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Defining the Foundation: Identify & Assess

Understanding Current State

Cybersecurity

Supply Chain

= Supply Chain Security Program * Cybersecurity Program

* Procurement Processes * Existing Controls (e.g., access
- Vendor Agreements ' management, threat and
vulnerability, virus / malware)
= Vendors, Assets, Hardware,
Software * NERC CIP and Regulatory

Compliance

* Leadership Engagement = Systems, tools and other technology

- Regulatory Change supporting supply chain security

* Governance and Compliance * Existing technology

» Enterprise Risk * Long-term investments
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Defining the Foundation: Maturity Targets

SAMPLE MATURITY MODEL
Biasic Managed Matura ° e ®
| 1 1 Prioritize and Plan

Phase V
Proactive
MIL-4 Measured

Phase | Phase

Unstrurtured
MI-0 Incomplete

Evolving
MiL-2-3 Planned-Managed

MIL-0: Practices in the domain are not being
performed as measured by responses to the
relevant CRR questions in the domain

MIL-1: Al practices that support the goals ina
domain are being performed as measured.

WIL-2: All specific practices arz not anly
performed but are also supported by
planning, stakehalders, and relevant
standards znd guidelines

MIL-8: All practices are performed, planned,
mzniaged, monitored znd controlled.

MIL-5: All practices in 3 domain 2re
performed, planned, managed, measured
and consistznt across 3ll constituencies
within an organization who have 2 vested

intzrest in the performance of the practice.

MIL-3: All practices are performed, plznnad nary Steps Week
and have basic governznce infrastructure in
place to support. al a2 a3 04
1 2 3 4 5 6 7 g 5 10 11 12
Current State " p TargetState p  TargetState
(Near-Term) |Long Term) Stakeholder

Phase 2 —Frogram and Controls
Development

W

Phase 3 — Initial Implementation
Activities \
\

O
L ]
E—

Phase 4— QA Lessons Learned
and Implementation Updates
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Develop a Baseline and Risk Assess

1. Priority Assets & 2. Inventory
. . 3. Agreements
Operations Suppliers

e Risk-based approach must
prioritize high-risk assets and
operations

* Focus is first on suppliers and

then on improving agreement
terms

e Assets and components are
evaluated where supplier risk
cannot be managed, or other
high-risk factors exist
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DRAFT FOR DISCUSSION

Develop and Implement: Risk Assessment

l North American Transmission

Bl
FORUM Community Confidentiality Candor Commitment

I North American Transmission

"FORUM

Community Confidentiality Candor Commitment

Supplier Cyber Security Assessment Model Overview

Introduction

Supply chain cyber security risk management continues to receive much industry and regulatory attention. The
NATF and other industry organizations have worked together to produce guidance and tools to address various
steps in the supply chain cyber security risk assessment lifecycle (Figure 1).!

N < ——
Criteria for Supplier Risk Purchase

Supplier Evaluation Assessment Method and
Evaluation

Monitor Risk
How should an

Supplier Cyber Security Assessment Model

How is a supplier’s How does an entity Terms
What criteria or adherence to assess the risk of

security framework criteria verified and making a purchase

to measure against? reported? from the supplier?

entity monitor the
supplier/product

How should an entity
risk after purchase?

make the purchase?

Figure 1: The Supply Chain Cyber Security Risk Assessment Lifecycle
The NATF has created a supplier cyber security assessment model that:

1. Establishes criteria entities may use to evaluate supplier cyber security practices (NATF Criteria)
2. Suggests how entities obtain assurance of the supplier's adherence to the criteria

Open Distribution for Supply Chain Materials

12

[om——— Open Distribution for Supply
s . N A Chain Materials

1 of the Model

the NATF Criteria to evaluate a supplier’s cyber security practices. The criteria are mapped to
equirements of the NERC standards and common industry security standards and frameworks
)ped to additional security standards or frameworks.

1e NATF Criteria can be demonstrated using existing industry security standards, frameworks,

t approaches, allowing suppliers to provide evidence from a certification or an independent
ihow how the supplier’s practices support each criterion.” When a third-party assessment is not
iers may provide other evidence to demonstrate their adherence to the criterion (Figure 2).

ises are inputs into the entity's risk analysis for the supplier. Entities determine whether the
tained from the supplier identifies risks in the supplier’s cyber security practices, and whether
be mitigated (by the entity or lier) or ac This ination, along with other factors
isk analysis, will guide the entity’s purchase decision. *

Purchaser
Evaluation of
Supplier Inputs Risk Assessment for

(Adherence to Purchase
criteria.ldetinied (Assurance, mitigation, risk
Hieks) acceptance, or reject)

Figure 2: Supplier of to Criteria

North American Transmission Form Supply Chain Security Coordination Initiative:

https://www.natf.net/industry-initiatives/supply-chain-industry-coordination
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Develop and Implement: Define a Program

|ldentify executive ownership or sponsor, determine where the program will reside and
who should have a primary vs. secondary role in defining and implementing the processes
and controls. How will issues and concerns be managed through first few phases of
implementation.

General Program
Considerations

Determine appropriate program documentation for your organization, size, scale, culture.
Assess existing programs and opportunities for efficiencies. Consider structure and scope
required. For example, overarching program with additional implementing program guides
and documents or single program document pointing to existing controls or flow charts.

Program Documentation

Definitions & Key
Concepts

|ldentify any key terms and concepts you will need to include and ensure definitions that
exist in other programs/controls are aligned. For new terms and concepts consider level
of guidance and additional reviews by non-SME personnel.

Roles and Responsibilities must be clearly defined and training and change management
should account for personnel who have not historically had formally assigned obligations
within processes outside their organization (e.g., legal and procurement). Consider role of
legal, procurement, risk, IT and security.

Roles & Responsibilities

13 @PublicPowerOrg #PublicPower ASSOCIATION
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Designing and
updating your
procurement
related processes
for integration
into your program

Procurement of products & Services

* Processes for procurement, approvals, exceptions, work
orders/requisition outliers

Vendor Access

e Ensuring integration with cyber, physical and information
security access management controls

* Vendor risk assessment process (what it is, who owns it,
how it is implemented)

= Tracking and Management of Vendors

e Controls for the continuous management of an
inventory of vendors and agreements

—

e Standards for information protection, data integrity and
compliance requirements

== \/endor Metrics

¢ Define performance metrics and minimum standards and
include in agreements

=i Personnel Risk Assessments

* PRAs for vendors, processes and integration with
procurement program

Monitoring, QA and Audit

¢ Include monitoring, QA and audit controls to verify
compliance with agreement and controls

=d Vendor Training

e Training requirements, how defined, identified and
implemented

sl Program Administration

¢ Determine how the program will be managed, reviewed
and updated. First two years should have more frequency
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Enhanced Contract Language
* General Security Requirements

* Risk Mitigation Requirements

* Vendor Metrics
* Audit Capability
* Regulatory Compliance

* Training and PRA

.

Agreement Transition Plan

* Existing Agreements
= New Agreements

* MSAs , Work Orders, Requisition Forms

* Inventory and Tracking
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NERC CIP COMPLIANCE

* Assess program and all cyber
controls after security updates

ACCESS PATCH for NERC CIP implications
MANAGEMENT MANAGEMENT

* |dentify any substantive control
THREAT MGMT gaps and applicability to CIP

& INCIDENT assets
RESPONSE

* Integrate updates as you

SYSTEMS, " CONFIG & implement your program updates
DEVICES & ' CHANGE

SOFTWARE MANAGEMENT .

Ensure governance and

compliance updates to account

INFORMATION for new controls/program
PROTECTION changes

* Quality Assurance
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Develop and Implement: Enterprise Program

5

Level of leadership Integrating supply chain
engagement and cybers risk into
sponsorship. Aligning enterprise risk
to organizational vision assessment, reporting
and goals and mitigation

Enterprise
Program

Establishing

Adeguate training governance, oversight

and change and compliance
management to drive management for
investment and shift regulated and

culture

@PublicPowerOrg #PublicPower

Managing
Regulatory Change

External

Information

Compliance

Business
Functions

Audit-Risk

) | unregulated activities
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Conclusion

Questions

Final
Thoughts
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