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Please Participate 
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• Raise your hand
• We will unmute you

• Make sure you are identified in the participant list  

• Put a question or comment in the chat

• Put a question or comment in the Q&A

If you put a question or comment in the chat or Q&A but want to remain anonymous, 
please open with your request



Opening Remarks
Tom Galloway, NATF President and CEO

Community Confidentiality Candor Commitment
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Purpose of the sharing calls

• Provide an opportunity for suppliers to talk about cyber 
security issues and practices ranging from 

• How to set up a program, to

• In-depth discussions on a specific technical challenge

• Leverage knowledge from lessons learned

• Share information 

• Calls will be limited to suppliers
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Chris Fitzhugh, Siemens Energy 
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Contributing Organizations
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• Hitachi Energy

• International Society of Automation (ISA)

• National Electrical Manufacturers Association (NEMA)

• Schneider Electric

• Schweitzer Engineering Labs (SEL)

• Siemens Energy

• US Chamber of Commerce

• With support from:
• Nebraska Public Power District

• Southern Company

• North American Transmission Forum (NATF)

Chris Fitzhugh, Siemens Energy 
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Today’s Agenda and Presenters
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• Comments - Jennifer Couch (Southern Co)

• Future calls – Steve Griffith (NEMA)

• Where we’re at and what you can do today – Frank Harrill (SEL)

• Future Topics – Frank Harrill (SEL)

Chris Fitzhugh, Siemens Energy 
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Participants Available for Discussion/Questions

7

• Andre Ristaino (ISA)

• Steve Griffith (NEMA)

• Mike Pyle (Schneider Electric) 

• Andy Turke (Siemens)

• Chris Fitzhugh (Siemens Energy)

• Frank Harrill (SEL)

• Heath Knakmuhs (US Chamber of Commerce) 

• Jon Terrell (Hitachi Energy)

Please remember to either raise your hand to ask a question or you can put your question into the chat or Q&A.

Chris Fitzhugh, Siemens Energy 
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Comments from a Customer 

• View from the customer

• Value of the partnership

• We are in this together

• We’re all suppliers to someone
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Jennifer Couch, Southern Company
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Future Calls

• Currently Planned for approximately every 2 months from 1-2:30pm ET
• Oct 26, 2022 
• Dec 7, 2022
• Jan 25, 2023
• March 22, 2023
• May 24, 2023
• July 19, 2023
• Sept 27, 2023
• Nov 29, 2023

• Could keep a main topic for the call to 1 hour with a special group break-
out (e.g., small suppliers) for the last half hour

• There will be a poll at the end of the call 

• Calls are not recorded

• Slides will be available
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Steve Griffith, NEMA
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Join at slido.com
#2702596

ⓘ Start presenting to display the joining instructions on this slide.
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What is your end-use market?

ⓘ Start presenting to display the poll results on this slide.
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What is the annual revenue of your 
company?

ⓘ Start presenting to display the poll results on this slide.
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How many employees does your company 
have?

ⓘ Start presenting to display the poll results on this slide.
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In what country(ies) does your company 
sell products or provide services?

ⓘ Start presenting to display the poll results on this slide.
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Managing Cybersecurity Risk

Frank Harrill, SEL
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OCTOBER 2022
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APRIL 2022 MAY 2022
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MARCH 2022 APRIL 2022
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JANUARY 2022 FEBRUARY 2022
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JANUARY 2022 JULY 2021
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FEBRUARY 2022 FEBRUARY 2022
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We are all prime targets.
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The trust we place in 
each other is a weapon 
that will be turned against us 
if fundamental safeguards 
are not present
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Defender context
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Attacker Context

HR manager with access to employee records

Mid-level finance team member

IT employee likely to have privileged access
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Time devoted to probe entire 
internet continues to shrink

MINUTES MINUTES

2013 TODAY
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▪ Multifactor authentication

▪ Patch constantly

▪ Monitored EDR/XDR platform

▪ Employee training

▪ Begin supplier vetting

▪ Certification preparation

Vital safeguards
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Industry Resources

Questionnaire and ERO Endorsements
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Customers count on each of us
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Customers count on each of us…

and WATCH

Open Distribution for Supply Chain Materials



▪ securityscorecard.com/free-account

▪ security.microsoft.com/securescore

▪ observatory.mozilla.org

▪ webscan.upguard.com

▪ iss-cyber.com/signup

▪ search.censys.io

Free external assessment tools
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Threat signal
Time zero

Initial triage and 

containment
10 minutes

Analysis begins
1 minute

Full eradication
60 minutes

Constant vigilance is required
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▪ www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance

▪ www.cisa.gov/free-cybersecurity-services-and-tools

▪ www.cisa.gov/known-exploited-vulnerabilities

▪ https://learnsecurity.amazon.com/en/index.html

▪ https://www.cisa.gov/shields-up

Training and government resources
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Information Sharing Opportunities

▪ E-ISAC and other Information Sharing and Analysis Centers

▪ Homeland Security Information Network (HSIN)

▪ National Cyber Awareness System (NCAS)

▪ CISA  Automated Indicator Sharing (AIS)

▪ FBI Infragard
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▪ “Executive Order No. 14028, 

Improving the Nation’s Cybersecurity”

▪ “Executive Order No. 14017, 

America’s Supply Chains”

▪ Department of Energy directives

Managing provenance across mutual 
supply chains is increasingly vital
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What certifications or assessments offered by 

qualified third parties does your company have?

ⓘ Start presenting to display the poll results on this slide.
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If you responded "other" to the prior question, please 

identify the certification or assessment.

ⓘ Start presenting to display the poll results on this slide.
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Develop a risk-based security management system using a 

recognized standard.

▪ CIS Critical Security Controls 

▪ NIST Cybersecurity Framework

▪ ISO 27001

▪ IEC 62443

Move beyond compliance

Auditable, Certifiable, and Recognized Globally
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Questions?
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Future Calls

▪ What would you like to talk about during the next call or a future 

call? Deeper dive

▪ Would you like to have a separate break out for small suppliers? 

Or a different subgroups?

▪ Several ways to respond to these questions:

– Respond to the Slido poll

– Join the conversation (raise your hand or put a comment in the chat or 

Q&A)

– Send an email to one of the NATF staff members or to your NEMA or US 

Chamber of Commerce representatives
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Frank Harrill, SEL
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What topics would you like to have 

discussed in depth on future calls?

ⓘ Start presenting to display the poll results on this slide.
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If you responded "other" to the previous question, 

please provide your topic(s) of interest

ⓘ Start presenting to display the poll results on this slide.
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Would you like to have specific sessions 

for the following types of suppliers?

ⓘ Start presenting to display the poll results on this slide.
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Questions
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Thank you for attending!

Community Confidentiality Candor Commitment
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NATF Contact Information
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supplychain@natf.net

dearley@natf.net

rstewart@natf.net

vagnew@natf.net

Open Distribution for Supply Chain Materials
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mailto:vagnew@natf.net


Links and comments provided during the call
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OMB memo M-22-18 for what is included:, link available in this article: https://energycentral.com/c/pip/advice-
software-vendors-prepare-omb-m-22-18-requirements

From M-22-18: The term “software” for purposes of this memorandum includes firmware, operating systems, 
applications, and application services (e.g., cloud-based software), as well as products containing software

The Internet Engineering Task Force (IETF) is working on supply chain standards  to address specific supply 
chain use cases:, that may be of interest: https://www.ietf.org/archive/id/draft-birkholz-scitt-software-use-cases-
00.txt

https://www.isa.org/intech-home/2021/december-2021/departments/two-standards-one-integrated-industrial-
cybersecur

CISA is leading 4 different SBOM workstreams: https://www.cisa.gov/sbom
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